JlaGopaTopHas paGora Ne 5
Tema: Ob0ecneyenne nupopmanuoHHoi 6e3onacHocTH cpeacreamu Windows

Henp pabotel: m3ydeHWe cpeacTB oOecrieueHus HH(opmammoHHOH OezomacHoctn B OC Windows u
MPUOOpETeHHE MPAKTHYECKUX HABBIKOB MO JHATHOCTHKE CHCTEMBI, 3alUTE NAHHBIX, OOCTY)KHBAaHHIO JUCKOB H
pEe3epBHOMY KOMUPOBAHUIO HH(OPMAIIHH.

KpaTkue Teopernyeckue cBeIeHUs

Windows XP comepxuT OONMpHBIN HAOOp CPENCTB, KOTOPBIE OOCCHECUYUBAIOT KOH(UICHIUATBHOCTD U
0€30ITacHOCTb TI0JIb30BATENLCKUX JaHHBIX M MOMOTAIOT JIOCTHYh MaKCHMaJIbHOM HPOW3BOAUTEIBHOCTH PaOOTHI
KOMITBIOTEpA.

Sawuma aitnoe Windows

B Bepcusix Windows, mpemmectByronmx Windows 2000, ycTaHOBKa JTONOJIHUTEIBHOTO HPOTrPaMMHOTO
oOecrieyeHus ONEPAIMOHHONW CHCTEMBl MOTJIa TPHBECTH K Iepe3anucd oOmumx (ailioB CUCTEMBI, TaKHX, Kak
O6ubmMoTekn AMHaMU4ecKoil KoMrioHOBKH (aitnel .dll) u ucnonHsemble daiiibl (paiiabl .eXxe), 9TO MOTJIO BhI3BATh
HecTaOWIIbHYI0 paboTy TporpamMM M cOOM ONepaloHHOH cucTeMbl. B omepanmonnbix cucremax Windows 2000 u
Windows XP umeercst cpenctBo 3ammthl ¢aiinop Windows, KOTOpoe MpeJoTBpallaeT 3aMelIeHne 3alIUIIeHHbIX
CHUCTEMHBIX (haijIoB, TaKKX, Kak (aiiisl .sys, .dll, .ocx, .ttf, .fon u .exe.

3awuma komnviomepa

st obecrieuenust 6ezonacHocTy komrblotepa Windows 1mo3BosisieT 3a0J10KUpOBaTh €ro Ha BpeMsi OTCYTCTBHUS
NI0JIB30BATEIS Ha paboueM MECTE U HACTPOMTB SKPAHHYIO 3aCTaBKY, 3AIMIICHHYIO MapOJIEM.

Ynpasnenue ungopmayuonnoii 6e3onacnocmuvio ¢ ucnonvzoeanuem cpeocmea «llapamempuot
oe3onacnocmu)

M3meHeHHe HACTPOWKHM CHUCTEMBI 0E30MacHOCTM Ha KOMIbloTepe obecneumBaeT cpeacTBo «llapamerpsr
0€30IacHOCTHY - MPaBHJIA JUTS OJJHOTO MJIM HECKOJIBKUX KOMIIBIOTEPOB IS 3alMTHI PecypcoB Wi ceTh. C MOMOIIbIO
cpencrBa «llapamerpsl 0e30MaCHOCTH» MOKHO M3MEHHTH MapamMeTpbl 0e30IMacCHOCTH HECKOJBKHX KOMITBIOTEPOB,
3aBUCAIINX OT M3MEHEHHOT'O 00bEKTa IPYIIIOBOM IOMUTHKH, C KOMIIBIOTEpA, IPUCOEIMHEHHOTO K IOMEHY.

[NapameTpbl 6€301aCHOCTH HO3BOJIAIOT KOHTPOIUPOBATh CIIEAYIOIIE ACHCTBHS:

"  [POBEPKY HOAJIMHHOCTHU MOJIb30BATENEH IIPU BXOJE B CETh WIH B KOMIIBIOTED;

"  pecypchl, KOTOPbIE TOJIb30BATEIN MOTYT CIIOIB30BaTh;

"  BKJIIOYEHHE M OTKJIIOYECHHE 3alUCU JeHCTBUH ITOJIB30BATEIS WM TPYIIIBL B )KypHANe COOBITHI;

"  [IPUHAAIEKHOCTB K IPYMIaM.

Jnst obecrieyeHus IEIOCTHOCTH, IOMIMHHOCTH M KOH(HMICHIMAIBHOCTH NAHHBIX, a TaKKe 3alUThl OT
noropenuit mis tpaduka TCP/IP wucnonesyercss IPSec (Internet Protocol Security). Ympasnenune IPSec
OCYIIECTBIISIETCS. TOCPEACTBOM MONUTUKK [PSec, mis HacTpoiiku M Ha3HauYeHHUS KOTOPOH HMCIIONB3YyeTCsS OCHACTKA
«YnpaBieHue MogTuTUKoN Oe3onacHoctu 1Py,

Ynpaenenue oocmynom

BaxkHpIM cpencTBOM O€30IIaCHOCTH SIBISETCS OCHACTKa «JIOKaJbHBIE MOJNB30BAaTENH M IPYMIIBD», KOTOpas
MI03BOJISIET OTPAaHUYUTH BOSMOXKHBIE ISUCTBHS MOJIb30BATENEH M IPYIIT IIyTeM Ha3HAYCHUS UM IIPaB U pa3perieHn.
IlpaBo maeT BO3SMOXKHOCTH IIOJIB30BATEINIIO BHINIONHATE Ha KOMIIBIOTEpE OIpPEICICHHBIC ICHCTBHS, HAIpUMep
apXxuBHpoBaHHe (HalIOB U MANIOK WK 3aBepLICHHE pabOTHl KOMITBbIOTepa. Paszperenue npeacTaiseT co00i MpaBuiIo,
CBSI3aHHOE ¢ 00BEKTOM ((aiiioM, mankoi, IPHHTEPOM U T. A.), KOTOPOE ONpPEAeNAeT, KAKUM MOIB30BaTENsIM H KaKOTO
THIIA IOCTYII K 00BEKTY pa3pelleH.

[IpenocTaBneHne MONB30BATENSIM, TPYIIIAaM M KOMITBIOTEpPAM OIPENeJICHHBIX IpaB Ha JOCTYIl K OOBEKTaM
HasbIBaeTCs ympasienuem Oocmynom. C yHOpaBlIeHHEM [IOCTYIIOM CBS3aHBI CIEAYIOIINE HOHSTHS: BIAJCHUE
00BEKTaMH, pa3pelieHNs U HAaCcTIeJOBaHHE Pa3peLICHHI.

[pu co3manum oObekTa eMy HazHadaeTcs Biajeiel. [lo yMoayaHHIO BlanenbleM O0BEKTa CTAHOBHTCS €T0
co3narenb. Kakme pasperreHus Hu ObUTH OBl YCTaHOBJIEGHBI IS OOBEKTa, BiIajeliell 0ObeKTa BCETJa MOXKET UX
WU3MEHHTB.

Pazpemenus onpenensoT THII JOCTyNa K OOBEKTY WM €ro CBOMCTBY, IOIYCTHMBIN IS MOJB30BATENs HIIH
rpynmnsl. Hanpumep, rpymie nosip3oBaTeseil (UHAHCOBOTO OTAENA MOXKHO IPEJOCTABUTh pa3pellieHHs Ha YTCHUE
3anuch i (aiia raTexHoH BempoMocTd payment.dat. PazpeimieHuss NIpUMEHSIOTCS K 3aIlMIICHHBIM OOBEKTaM,
TakuM Kak (anisl, 00BeKkTHl Active Directory mmm oOBEKTHI peecTpa. PekomeHIyeTcss Ha3HA4aTh pa3peIICHHS
TpyIIaM.

Paspemenus, Ha3HauaeMble 00BEKTY, 3aBHCST OT ero Tuma. Hampumep, paspelueHus, KOTOpble MOT'YT OBITh
HasHaueHbl Ui (ailia, OTIMYAIOTCA OT pa3pellieHHd, AOMYCTUMBIX IS pasnena peectpa. OIHAKO HEKOTOpPBIE
pa3peeHns SBISIFOTCS OOIIMMHE [T OOMBIIMHCTBA TUTIOB OOBEKTOB:

"  YTCHHWE pa3pelleHuil;

"  CMEHa pa3pelIeHui;

"  CMeHa BJIAJeTbla,;



" yjajeHwue.

[Ipn ycraHoBke paspemieHHiI HEOOXOIMMO OIPENENUTh YPOBEHb JOCTYMa JUIS TPYNI M II0JB30BATEIeH.
Hanpumep, oiHOMY HOI530BaTENIO0 MOKHO Pa3pelInTh YUTATh COAEPIKIMOE HEKOTOPOTo (haiiia, ApyroMy - BHOCHTh
M3MEHEHUsI B (aiii1, a BCEM OCTAJIBHBIM ITOJI30BATEsIM BOOOIIIE 3aPETUTh JOCTYI K 3ToMy (aitiry. Tak ke MOKHO
YCTaHaBIIMBAThH Pa3pelIeHHs Ha JIOCTYN K IMPHHTEpaM, YTOObI OJHM ITOJIE30BATEN MOTJI HAaCTpauBaTh MPUHTED, a
JpYyTHE — TOJBKO Ie4aTaTh Ha HEM.

Ecim Tpebyercst M3MEHUTH paspelleHus: Uil OTIENBHOTO OOBEKTa, MOXKHO IPOCTO 3aIlyCTUTh HYXKHYIO
MIpOrpaMMy U BHECTH H3MEHEHUS B CBOHCTBA 00bekTa. Hanprmep, 4ToOBI N3MEHNTH pa3pelieH sl Ha JOCTYII K (daiiiy,
3aIyCTHTE MTPOBOAHUK, MIEIKHUTE UM (paiiyia mpaBoii KHOMKOM MBIIIH U BEIOeprTe KomManay CBoiicTBa. Ha Brianke
Be3onmacHOCTH MOXKHO U3MCHHUTD pa3pelleHus s (aiia.

Jnst obneryeHuss aAMHUHHCTpATOpaM 3aJadd Ha3sHA4YCHHUsS pa3pellieHHHd M YIPaBJICHUS HMH HCIOJIb3YeTCs
MEXaHU3M HacienoBaHus. biarogaps emy paspelleHusi, YCTaHOBJIEHHBIE I KOHTEWHEepa, aBTOMAaTHYECKH
pacIpocTpaHsIoTCs Ha Bce OOBEKTHI 3TOrO KOHTelHepa. Hampumep, (haiiibl, co3maBacMble B Ialke, HACIEIyIOT
paspeuieHust 5Tol Mamnku.

HocTtyn monb3oBareneii K OOBEKTaM MOKHO MOJBEprHYTh aynuTy (mpoBepke). CoObITHS, CBSI3aHHBIE C
0€30I1acHOCTHI0, MOYKHO ITPOCMAaTPHBATH B XKypHaJle 0€301aCHOCTH, UCIOJB3YSl TPOrpaMMy ITPOCMOTPA COOBITHIA.

Cozoanue nadexcuvlx napoaei

3amuTa KOMIbIOTEpa MperoiaraeT UCIoIb30BaHle HaISKHBIX Maposiel A BX0Ja B CeTh U YUETHOW 3alucH
aJMUHHUCTpaTOpa Ha KOMIIbIOTEPE.

HapesxHbIi maposb T0IDKEH OTBEYaTh CIIETYIONMM TPeOOBaHUSIM.

1. [Maposnp momkeH COCTOSATh HE MEHee YeM M3 ceMH 3HakoB. Haubosee HajeXHbIE MApOJIM COCTOST U3
CEMH WJIM YeTBIPHAALATY 3HaKOB. [IpHUMHOI HaIe)KHOCTH TaKUX MapoJiel sIBISETCs COCo0 KOJIUPOBKY.

2. [Taponp 10/mKeH coiepKaTh 3HAKU, OTHOCSIIIUECS K KaXK/JIOW U3 CIEeIYIONIMX TPEeX Ipymi: OykB, iudp u
JPYTHX CUMBOJIOB (BCE 3HAKH, HE SIBIISIOIINECS OyKBaMU WK LU (pamu).

3. [Taponb He mOKEH copepkaTh (paMHUIMK WM MMEHH TT0JIb30BATENsl U JIOJDKEH CO/IepKaTh HE MEHee
OJIHOTO CUMBOJIA B MO3UIMSX CO BTOPOM IO IIeCTy10. B kadecTBe mapoiist Heslb3s UCIOIB30BATh PAcpOCTPAaHEHHOE
CJIOBO UJIM UMSI.

YroObl 3alIMTUTH YYETHBIE 3alMCH IOJb30BaTeleld B cllyyae, €ClM OHU 3a0bUIM Mapoib, KaXKIOMY U3
JIOKaJBHBIX TIOJIB30BATENICl PEKOMEH/IYeTCsl CO3JaTh MHUCKETy cOpoca Mapois U XpaHUTh €€ B HaJIe)KHOM MecTe.
Torna, ecnu mosb30BaTeNb 3a0yAeT ApOIIb, IPH IIOMOIIN JUCKETHI cOpOca Mapoiist MOXXHO COPOCHTH ITapoJib M CHOBA
MOJIYYUTh JOCTYII K JIOKAJIbHOW YIETHOM 3alKcH MOIb30BaTENs.

Ypoeuu 3aujumer ungpopmavuu

CymecTBylOT TpU YpOBHSA 3alllUThl, MPEIOCTaBIIIEMbIX MoJb30oBaTeMsiM. OHHM  NPENOCTABIISIFOTCS
10JIb30BATEISIM Yepe3 WIEHCTBO B rpynmnax «llonbp3oBaTenu», « ONBITHBIE OIb30BATENN MIIH «AMUHUCTPATOPBD».

Jobasnenue nonp3oBateneii B rpynmy «llosnb3oBatenu» siBisieTcss Haubojiee O€30MACHBIM JICHCTBUEM,
MIOCKOJIBKY Pa3peIleHus 10 yMOIYaHHIO, IIPEAOCTaBICHHBIE 3TON IPyIINe, HE MO3BOJSIOT MOJIb30BATEISIM U3MEHATh
IapamMeTpbl ONEPALMOHHON CUCTEMbI WM JAHHBIE IPYTMX MOJb30BaTesel. YuyacTHUKU Ipymnibl «llosnb3oBarenm
rapaHTUPOBAHHO MOTYT 3aIlycKaTh TOJNBKO cepTU(HIMpoBaHHbIE 111 Windows mporpaMMbl W 4acTO HE MOTYT
3aIlyCcKaTh yCTapeBILME MPHIOKECHHS.

AJMUHHUCTPATUBHBIN OCTYN PEKOMEH/Iy€eTCsI MCIIOIb30BaTh TOJIBKO JUIS BBITOIHEHUS CIIEAYIOIUX ACHCTBUMH:

"  YCTaHOBKHU OMNEPALMOHHOM CHCTEMBI U €€ KOMIOHEHTOB (HAaNpHUMep, JpaiBepoB yCTPOUCTB, CUCTEMHBIX

CITy0 H T. 11.);

"  YCTaHOBKH ITaKETOB OOHOBIICHUS;

=  OOHOBIICHUS ONEPALMOHHON CHCTEMBI;

"  BOCCTAHOBJIEHMs OIICPAllMOHHOM CHUCTEMBI;

"  HACTPOHWKM Ba)KHEHIIMX IapaMeTpPOB OIEPAIIOHHON CHUCTEMBI(TTOJUTUKA TapOJiel, YIpaBICHAS

JOCTYTIOM, TIONIMTHKU ayAUTa, HACTPOHKH JApaiiBEPOB B PEXKUME sApa U T. 11.);

"  BCTYIUICHHS BO BiajJeHHE (paiiyiaMu, CTaBIINMHU HETOCTYITHBIMH;

"  ympaBJIeHHS )KypHaJIaMH O€30MacHOCTH U ay/NTa;

"  ApXUBHPOBAHMS M BOCCTAHOBIICHUS CHCTEMBI.

Ha npakTrke yueTHbIE 3aMCH aIMHHUCTPATOPOB YaCTO JOJDKHBI UCIIONB30BATCA [UIS YCTAaHOBKH M 3aITyCKa
MIPOTpaMM, HaITMCAHHBIX U IpeabIayuX Bepcuit Windows.

I'pynma «OmnbITHBIE MONTH30BATENN» MOAIACPKUBACTCS, B OCHOBHOM, JUI COBMECTUMOCTHU C IIPEIBLAYIIUMHU
BEPCHSIMH W BBITIOJHEHHS HECePTHU(HUIIMPOBAHHBIX MPHJIOKEHUN. Pa3pemenns o yMoIJaHuio, MpeI0CTaBICHHbBIC
3TOH TpymIe, MO3BOJAIOT WICHAM TPYIIBl W3MEHSTh MapaMeTpsl KommbioTepa. Eciam HeoOxoamma moanepikka
HecepTU(HUINPOBAHHBIX TNPHIIOKEHUH, KOHEYHBIC IOJB30BATENN JOJDKHBI OBITh WieHaMu Tpynmnbl «OTbITHBIE
TI0JIb30BATEII.

Unensl rtpymsl «OTbBITHBIE IIONB30BATENN» HWMEIOT OONbINE pa3pemieHHid, YeM WICHBl TPYMIIBI
«Ilonmp30BaTenM», ¥ MEHBIIIE, YEM YJICHBI TPYIITBI « ATMUHUCTPATOPHD. ONBITHBIE MOIH30BATENIN MOTYT BBIMOIHSATH
T00BIE 33124 C ONIEPAlOHHON CHCTEMOI, KpOMe 3a/1a4, 3ape3epBUPOBAHHBIX JUIS TPYIIIBI « AIMHHHCTPATOPED».

OmBITHBIE TTOJIB30BATENN MOTYT:

"  BBINOJHATH NpHIOXKeHHs, cepraduimposannble it Windows 2000 1 Windows XP Professional, a Taxoke

yCTapeBIINe MPUI0KEHHNS;



"  yCTaHaBJIMBATh IPOTPAMMBI, HE U3MEHsIOMNE (aiiyibl OrepanoHHON CHCTEMBI, i CHCTEMHBIE CITYKOBI;
" HacTpaWBaThb pECypchl Ha YPOBHE CHCTEMBI, BKIIOYash TIPHHTEPHI, JaTy, BpeMs, MapaMeTpbl
ANIEKTPONUTAHHS H IPYTHE PECYPCHI MAaHEU YIIPABJICHNUS;

" CO3[aBaTh U YIPABISTH JOKAJIBHBIMU YUYCTHBIMH 3aIHCAMU MMOJIB30BATENCH U TPYIII;

"  OCTaHaBJIMBATH M 3AITyCKAaTh CUCTEMHBIE CIIyXOBI, HE 3aITyIICHHBIE [T0 YMOJIYaHHUIO.

Be3onacnoe xpanenue oannpix na ocHose wugposanus

Jisi TOBBIIEHHWST YPOBHS 0€30IMacCHOCTH XpaHEHWs IaHHBIX MOXXHO XpaHUTh JaHHbIE Ha JMCKE B
3armmQppoBaHHOM hopMe.

Hlugposanue - >10 Tpouecc npeoOpa3oBaHUs TaHHBIX B (DOPMAT, HEJOCTYNHBIA IJISi YTEHUS IPYTHM
moJib3oBatelsiM. [lociie Toro kak (aiin ObLT 3am(ppoBaH, OH aBTOMATHYSCKH OCTACTCS 3alM(PPOBAHHBIM B JTFOOOM
MecTe XpaHEeHHs Ha JIHCKE.

Pacuwughposxa - 510 TIporiecc MpeoOpa30BaHUs JAHHBIX U3 3alIN(PPOBaHHON (POPMBI B €T0 HCXOAHBIN (opmar.
[Tocrne Toro kak Qaiin ObLT pacumdpoBaH, OH OCTACTCS paclIu(ppOBAaHHBIM B TFOOOM MECTE XpaHCHHUS Ha JIUCKE.

Jnst moBBIIIEHHWsST ypOBHS O€30MAaCHOCTH XpaHEHHWS JaHHBIX Ha OCHOBE IIH(POBAHUS HCIIOIb3YETCS
mmdposanHast aiinosas cucrema - Encrypting File System (EFS). Ona npenocTasiisieT cieayomuie BO3SMOKHOCTH:

*  Jlomb30BaTeny MOTYT 3alM(POBHIBATH CBOM (haliiIbl IPU COXpaHEHUH MX Ha nucke. [lIndpoBanue MoxHO

pa3peimTh, YCTAHOBURB (hIAXKOK B THAIOTOBOM OKHE CBOMCTBA JaHHOTO (haiisa.

= Jloctyn K 3amm@poBaHHbIM (aiisiaMm MOXKHO MOJy4UTh rpocton ObicTpo. [Ipu moctyne mons3oBaTenei k

cBouM (paitam ¢ McKa JaHHbIe OTOOPaXKAIOTCS B BHJIE OOBIYHOTO TEKCTA.

» JlludpoBaHue MAaHHBIX BBIIOJHSAETCS ABTOMATHUECKH W SBJSIETCS IMOJHOCTBIO MPO3PAvYHBIM IS

TIOJIb30BATEIS.
= Jlna pacummdpoBkd (aiiyia Mmoibp30BaTeNb JODKEH CHATH (PIaXkoK IMHM(ppPOBAHUS B JUAJOTOBOM OKHE
CaoiicTBa qanHoro (aiina,

IudpoBannas QaitoBas cuctema UCIoNb3yeT anroput™ mmdposanus Data Encryption Standard (DESX).
AJZIMUHHCTpPATOpBl MOTYT BOCCTaHAaBJIMBATh JIaHHbIC, 3alIM(POBAHHBIE IPYIMM I0JIb30BATEIEM. JTO IO3BOJISET
MOJIYYNUTh AOCTYII K JaHHBIM, €CJIN IOJIb30BaTEIIb, 3a[HHq)pOBaBUJHI>i JAaHHBIC, B HACTOAIIEEC BPEM HEAOCTYIICH UJIU
COOTBETCTBYIOLLMM 3aKPBIThIN KIIFOY YTEPSH.

EFS no3Bossier 3anmppoBbIBaTh JaHHBIE TOJIBKO MPU COXPAaHEHUH MX Ha Jucke. Js mmdpoBaHus TaHHBIX
npu ux nepenade mo cetn TCP/IP mocTynHbl Be JOMOIHUTEIBHBIX BOBMOXHOCTH - 0€30MacHOCTh MmpoTokona [P
(IPSEC) u mmudposanue PPTP.

[Ipu ucrnonb30BaHUM CTAHAAPTHOW KOHGHUTypaluu mU(ppoBaHHOW (ailIoBOi CHCTEMbl HUKAKUX JNEUCTBUMN
aJIMUHHCTpaTopa He TpeOyercs - MOJb30BATENIM MOTYT Cpa3y HauuHaTh Hmdposanue ¢aiiios. [ludposannas
¢aiinoBas cucTeMa aBTOMaTHYECKH CO3JAeT Napy KiIrodel mupoBaHus Iy IOJIB30BATENs, €CIIH OHA OTCYTCTBYET.

Ceeodenus o cucmeme

Jnst 3¢ (eKTUBHOTO MCIONB30BAaHUS KOMIIBIOTEPHOH CHCTEMBI M IIPU YCTPAHEHUM HEMOJAJO0K, CBA3aHHBIX C
KOH(Urypauued CHCTEMBbI, OYeHb BaKHO 3HATH NapaMeTphbl 3TOH cucTeMbl. s cOopa NaHHBIX O KOMIIBIOTEpE
UCTIONB3YeTCA CTaHAapTHas mporpamMma «CeeneHus o cucteMe». OHa coOupaeT M OTOOpaskaeT AaHHBIE O
KOH(QUTYpalluy CUCTEMBbl, KaK IS JOKAaJIbHBIX, TaK W A yNAaJCHHBIX KOMIIBIOTEPOB. DTH IaHHbIE BKJIIOYAIOT
HH(POPMALHIO 0 KOH(UTYpalK 000pyIOBaHNUS, KOMIIOHEHTaX KOMITBIOTEPA, a TAKXKE 0 IPOTPaMMHOM 00eCIIeYeHHH.
JUnst XpaHeHHs JaHHBIX O CHCTeMe ITpeIHa3HaueH ! (ailiibl ¢ pacimpenueM .nfo. Kpome Toro, mporpamma «CeneHus
o cuctemMe» paboraet ¢ daitnamu Gopmatos .cab u .xml.

Puc. 1. Oxno mporpammsl CBeIeHUS O CHCTEME

Hnsa 3amycka mporpammbl BeiOepute B MeHIO Ilyck komanmy IIporpammsbi-Cranaapthbie-Ciiy:xke0HbIe-
Caenenus o cucreme. Kak mokaszano Ha puc. 1, B 1eBoi 001acTH OKHa IPOTrpaMMbl HAXOAUTCS JIEPEBO KaTETOPHii,
ITOXO0’Kee Ha JIepeBo Manok npoBogarka Windows. B mpaBoii 9acTi 0KHa TIPOTPaMMBbI HAXOTUTCS 00JIaCTh CBEICHUH,
B KOTOPOH BBIBOZSATCS JAHHBIE, OTHOCSIIMECS K DIIEMEHTY, BBIACJICHHOMY B IEpeBE KaTeTOpHil.

«CBenieHus 0 CHCTEME» - 3TO KOPHEBOH y3€l B JIepeBe KaTeropuii mporpammbl. Koraa o BelaeseH, B obiactn
CBEICHUH OTOOPaKAIOTCSI TAaHHBIE OOIIEro XapakTepa 0 KOMIBIOTEPE U €ro ONEepalMoHHOIN crcTeMe. 371eCh MOKHO
y3HaTh Ha3BaHUE OINEPAMOHHON CHCTEMBI, €€ BEPCHIO, M3TOTOBUTENS W MECTOIOJI0KEHHE CHCTEMHOTO KaTaJora.
Kpowme toro, moxnO cBepuTh Bepcuio BIOS, Tun mpoueccopa n 00beM maMsTH.



B kareropum «Pecypchl ammaparypeD» CBEICHHH O cuCTeMe cOOpaHbl JaHHBIE O HAa3HAUYCHHSX PECYpPCOB U
BO3MOXKHBIX KOH(IMKTaX, OOYCJIOBJIECHHBIX COBMECTHBIM HCIOJNB30BaHHEM KaHanmoB DMA, oOopynoBaHus c
00paTHOH CBsA3BI0, HIOPTOB BBOJIa-BhIBO/A, JTMHIH IRQ 1 agpecoB maMsTH.

B xateroprnu «KOMIIOHEHTBD COOpaHBI CBEACHUS O CIICIYIONINX 3JIEMEHTAX CHCTEMBL: MynbTHMema, CD-ROM,
3BYKOBOE YCTPOWCTBO, IMCIUICH, HH(paKpacHbIE YCTPOWCTBA, BBOJ, MOJIEM, CE€Th, IIOPTHI, 3alIOMHHAIOIINE
YCTpOWCTBA, ITeYaTh, yCTporcTBa ¢ ommbkamu, USB u T.11.

B kareropuro «IIporpammuas cpesia» BKIIOYEHBI JaHHBIE O KOH(GHUTYPAIIMH CHCTEMBL, B TOM YHCJIE CBEICHHUS O
CHUCTEMHBIX JIpaliBepax, MEPEMEHHBIX CPeIbl U UMEIOINXCA 3aaHUAX IIeUaTH.

g mpocMoTpa aHHBIX O CHCTEME JBAXKIbI LIEIKHUTE KAaTETOPUIO B JIEpPEeBE KOHCOJHM, a 3aT€M IIEJIKHUTE
9JIEMEHT, YTOOBI BBIBECTH €TO COJIEPKMMOE B MpaBoil oOnacTu okHA. Tak, HalmpuMmep, Ha pUC. 2 OTOOpa)KaroTcs
CBeZIeHHs O KJIaBHaType KoMIbloTepa. Eciu TpeOyeTcst BBIMOIHNTH TOUCK JIAaHHBIX O CHCTEME, B HIDKHEH JacTH OKHa
MIpOrpaMMBl B rioie Hatimu BBEIUTE CIOBO (WM CJIOBA), COOTBETCTBYIOIIEE HCKOMBIM CBEJIEHHSIM O CHCTEME, 3aTEM
yCTAaHOBHTE HEOOXOIMMBIE TapaMeTphl Mowcka. Hampumep, Ui moucka B OTHENBHOM YacTH JAepeBa KOHCOIU
ycranoBute (aaxok IloMck ToJbKO B BbIETEHHOH KaTeropumu. B 3ToM ciydae mouck OyneT BBINOJNHEH B
BBIJICICHHOW KaTerOpUU M BO BCEX €€ MOAKATeropusx. UYToObI BHIMOIHUTH IIOMCK BO BCEM JAEPEBE, CHUMHUTE STOT
¢axkok. J{J1s1 moncka TOJNBKO B HAa3BaHUSIX KaTeropHid JiepeBa KOHcouH (0e3 yyera o0iacTu CBEeIeHH) YCTaHOBUTE
¢naxok Ilouck TorbKo B MMeHax Kateropwii. UToObI BBINONHHUTH TIOMCK M B JIEpeBE KOHCOJIM, U B 00JacTH
CBeJIeHUH, CHUMHTE 3TOT (hi1axkok. J{iis moncka 1mo BceM KateropusiM B 00enx 00JacTsX OKHA MPOTrpaMMbl CHUMUTE
o0a ¢uaxka. J[ns Hayana noucka Haxxmute KHONKY «[lomck». [To okoHUaHMM MOUCKa B 00JacTH CBeleHUH OyIayT
0T0o0OpakeHbl TaHHbIE 00 UCKOMOM KOMITOHEHTE CHCTEMBI.

Puc. 2. IIpocmoTp cBenieHui 0 KaBuaType

Ipumeuanue. Ecnu naHesb NOMCKa OTCYTCTBYET B HIDKHEH 4aCTH OKHA NPOrpamMMbl, B MeHI0 [IpaBka BeiOepuTe
koMaHy CKpBITh TOUCK, YTOOBI CHATH (BIIaXKKU M BOCCTAHOBUTH HACTPOHKY CPEICTBA TOKCKA.

UroObl COXpaHUTh (aily AaHHBIX, nporpamMmbl «CBelJeHus: 0 cucteMe» BblOepuTe B MeHI0 Daiia koMaHIy
CoxpaHnThb, 3aTeM B noJie /lanka BpIOEepUTE pacnosioxenue (aitna, B one Mms ¢aiina Beequrte nms daitna, B mose
Tun ¢haiina BeiOEpUTE HEOOXOAMMBII hopMmart Qaiiia u HaxMUTe KHONKY «COXpPaHUTh.

Ipumeuanue. Tlo yMOTYaHMIO JaHHBIE O CHCTEME COXpaHsIOTcA B ¢opmaTe .nfo, COBMECTUMOM C TeKylel
Bepcueil mporpaMMbl «CBEIEHUS O CHCTEME.

K mnporpaMMHO-TEXHHYECKMM MepaM olecrieueHuss HHGOPMAIMOHHOW O€30MacHOCTH MOXKHO OTHECTH
obecriedyeHne OecriepeOoitHON paboThl AUCKOBOW CHCTEMbI KOMITBIOTEPA.

MarHuTHBle JUCKH KOMIIBIOTEpa B HACTOSIIEE BpEeMs SBISIOTCS OCHOBHBIMH HOCHUTEIAMH HH(OpManu,
IIpeJHa3HaueHHBIMU JJIs1 JUTUTENBHOTO U Ha/IS)KHOTO e XpaHeHHs. B nporiecce paboTsl HEpCOHAIBHOTO KOMITBIOTEPA
HETPEPHIBHO IPOMCXOIUT OOMEH MH(pOpManHeil My MMCKaMU M ONEepAaTHBHOM IaMSAThIO, IIPU 3TOM Hambonee
WHTEHCUBHO IPOMCXOJUT OOMEH C KECTKHUM AUCKOM. HecMOTps Ha BBICOKOE KauecTBO M3TOTOBICHHUS JUCKOB U
JMCKOBBIX YCTPONCTB, B IIPAKTHKE PETYJIAPHONH pabOThl HA KOMIIBIOTEPE HEPEIKO BOSHUKAIOT CUTYaIlUM, KOTZia HE
yIaeTcs IPOYUTATh HH(POPMAIHIO C JMCKOB, IPOUCXOAAT HAPYIIEHHS B paboTe (aiIoBON CHCTEMBI, 3HAYUTEIEHO
COKpaIaeTcsi CBOO0IHOE IIPOCTPAHCTBO HA JIMCKAX WIIHM AMCKH OKa3bIBAIOTCS ITEPENoNHEHHBIMH. Hepeako ommbo4yHO
YIAISIOTCS HyKHBIE (haiiIbL.

OTH HapylIeHHs B paboTe TUCKOB MOTYT BO3HHKATH IO CJICAYIOIINM ITPHIHHAM:

"  1pu QU3MYECKOM MOBPEXKICHUH JINCKA;

"  [IpH 3arpsA3HEHUM MarHUTHOI MOBEPXHOCTH JHCKA;

"  [IpH aBapUHHOM OTKJIIOYEHHU KOMITBIOTEPA;

"  IIpU HECBOEBPEMEHHOM H3BJICYEHHUH JUCKET U3 JUCKOBOOB;

"  [Ipu nepes3arpys3Ke ONepariOHHONH CHCTEMBI TIOCIIe aBAPUHHOTO 3aBEPILCHUS 3a/1aHu;

"  [IpH BO3/ACHCTBHM IPOTPaMMHBIX BUPYCOB.

Kpome Toro, mpu 3kcruTyaTanuy KOMITBIOTEpa Ha MAarHWTHBIX AMCKAaX HAKAaIIMBAIOTCS TAKWE M3MEHEHUs B
pacrionoxeHnH (aito, KOTOpBIE, €CITN HE TPUHIMATH MEP, MOTYT ITPUBECTH K CYIIIECTBEHHOMY 3aMEJICHUIO OOMEHa
C HIMH UHPOPMAITHEH.

Jleghekmul Ouckos

Paznuyaror ¢u3nyeckne u jgorudeckue Ae(eKThl MarHUTHBIX AWCKOB. Qusuueckue Oegexmbl BOZHUKAIOT
TJIaBHBIM 00pa3oM H3-3a MEXaHMYECKHX IOBPEXKICHUH, BO3AEHCTBUS IIEKTPOMATrHUTHBIX MOJEH WM CTapeHUs
MarHUTHOTO TOKPBITHS aucka. Hammume ¢Qusmueckoro aedexra aenaeT HENPUTOAHBIMH K HCIOJIB30BAHUIO
HEKOTOpBIE CEKTOpa M KiacTepbl. Ecnm oka3piBaeTcs, 4To KakoW-mbo (aiin pacrmomaraercst B Takux Je(eKTHBIX



CEKTOpax WJM KJIacTepaxX, TO IOJHOCTHIO CHACTH HAXOAsIIylocs B (aiiie WH(OpPMAlHWIoO HE MPEICTaBISCTCS
BO3MOXHBIM. /le)eKTHBIE CEKTOpa ANCKA JOKHBI OBITh MCKITIOUEHBI U3 TAJIbHEHIIETr0 NCTIONB30BaHus. Jlocuyeckue
Oeghexmul CKa CBS3aHBI C TIOBPEXXICHUSIMI CUCTEMHON 00J1aCTH JIMCKA, BKITIOYAIOIIEeH TabIHIy pa3aesioB KeCTKOTro
JIMCKa, TAONUITy pa3MeIeHus (aiiioB, 3arpy304HbIA CEKTOP, KaTAIOTH AUCKa. Takue HapyIIeHHs] MOTYT BO3HUKATh
MpU aBapHHOM OTKJIIOUCHWH NHTaHWS, COOSX, 3aBUCAHMM OINMOOYHO DPAaOOTAIOUMIMX IPOTpaMM, BO3IEHCTBUH
KOMITBIOTEPHBIX BUPYCOB M JPYTUX NpUYMHAX. Bo Bcex 3THX Cilydyasx OKa3bIBalOTCSI HE3aBEPIICHHBIMH IIPOLIETYPHI
paboThl ¢ quckamy, dailnaMu wim kaTanoroM. B pesynbrarte Ha qucke oOpa3yroTcs HOTEpPSHHbIE KIIACTEPBI, KOTOPHIE
WM HE IPHHAAJIeKAT HA OJHOMY (haiiiry, nim, Ha000pOT, MPUHAUIEKAT CPa3y HECKOIBKUM.

Jlornueckue neeKThl MPUBOJIAT K pa3pyIICHUIO (haliIoBON CHCTEMBI, «3aCOPEHUIO» TMCKOBOTO IIPOCTPAHCTBA,
KOTJa KJIACTEPbl CUHMTAIOTCS 3aHSATHIMH, HO HE IpHUHA/UIe)KaT HU OAHOMY M3 (ailoB, a HekoTopble (aiibl
OKa3bIBAIOTCS «CBSI3aHHBIMHUY» JPYT C IPYTOM OOIMMH KIIaCTEPaMHU.

)

Puc. 3. 3amyck mporieaypbl IpOBepKU AUCKa

Jnst oOHapyxeHus: ommOoK (haiyIoBOH CHCTEMBI M TOBPEXKJICHHBIX CEKTOPOB Ha HKECTKOM JIHUCKE MOXKHO
UCIIOJIB30BaTh CIYKEOHYIO IPOrpamMMy IMPOBEPKU JTUCKa. sl 3TOro OTKpoiTe OKHO Mot komnviomep M BHIOEpHUTE
JIOKaJBHBIA JTUCK, KOTOpPBI TpeOyercst mpoBeputh. B meHro daiin BeiOepute komanay CoiicTBa. Ha Bknanke
Cepsuc B rpymnme [IpoBepka qucka HAXMHUTE KHOIKY «BBIIONIHUTE MPOBEPKY», Kak IMOKa3aHo Ha puc. 3. B rpymme
[Tapametpsl mpoBepkyu aucka yctanoBute (uiaxkok [IpoBepsiTh M BOCCTAHABJIUBATH MOBPEKIEHHbIE CEKTOPA.

IIpumeuanue. Tlepen 3ammyCcKOM MPOBEPKH JTUCKA CIIETYET 3aKPbITh Bce (aiiibl Ha HeM. Ecnu ToM ucnonb3yercs,
Ha DKpaH OyJeT BBIBEACHO COOOLICHNE C IPEIOKEHUEM BBIIOIHUTE IPOBEPKY MCKA HOCIE epe3arpy3Ki CHCTEMBL.
IIpn monmoxuTEeNpHOM OTBETE MpOBEpKa IuCKa OyZeT 3amylleHa Ioclie Iepe3arpy3kd KoMIbroTepa. Bo Bpems
MIPOBEPKH JUCK HEJOCTYIIEH [UIsl BBITIOJIHEHUS JPYTHX 3a/1ay.

[Nocne BbIIOIHEHHUS ONEpaly IPOBEPKY JUCKa Ha SKpaH OyIeT BBIBEICHO COOOLIEHHE O Pe3yIbTaTax paboThI
IIPOTPaMMBbL.

PexomenayeTcs HCIIONIB30BATh CIIYKEOHYIO ITPOrpaMMy MPOBEPKHU HCKa IPUMEPHO pa3 B MECAL Il KOHTP OJL
KECTKOTO JHcKa. Pazymeercs, 3T0 Hy>KHO JieJIaTh U B TOM CIIy4dae, €CJM MOSIBISIOTCS MOJ03pEHHsI Ha cOoil paboThI
KECTKOT'O JIMCKa (MHOTAa OH MOXKET OBITH BBI3BAH U 3apa)KEHHEM KOMITBIOTEPHBIMH BHpycamu). Oco00 aHUKOBATH
IIPH TTOSIBJIEHUN COOMHBIX YYAaCTKOB Ha )KECTKOM JAMCKE He CTOUT - JIEJI0 3TO OOBIYHOE, €CIIM TaKUX YYaCTKOB HEMHOTO.
VYTumra cCkaHHpOBaHHS IIOMEYAET X M UCKIIIoYaeT u3 paboTsl. Eciu mosBieHne cOOHHBIX Y4aCTKOB y4acTUIIOCH U
OHH 3aMETHO CKa3bIBAIOTCS Ha 00IIIeH eMKOCTH JKECTKOT0 TMCKa, 3HAUUT HacTajla [I0pa €ro MEHATh Ha HOBBIH. [ nOkue
JIMCKH CO COOMHBIMU YYacTKaMH JIydllle BOOOIIE He IPUMEHSTh.

Ouucmka oucka

Bo Bpems pabGoThI 3a KOMIBIOTEPOM Ha JKECTKOM AMCKE HAKaIIMBaeTCS OOJBIIOE KOIMYECTBO HEHYKHOU
nHpopManuy. JTO BCEBO3MOXKHBIE BpeMeHHbIe (aifipl, ckayaHHble U3 VIHTepHETa Web-CTpaHHIBI, a TaKKe He
UCTIoNb3yeMBble (aiibl mpruitokeHnid. Yem OobIe IporpamMM Bl yCTaHABIMBAETE U 3aITyCKaeTe, YeM Jallle BEIXOJUTE
B MHTEpHET, TeM OOJIbIIIE MIAHCOB MOSIBJICHUS Ha )KECTKOM AMCKE Pa3HOTO OECIOIE3HOT0 MycOopa, KOTOPBIi 3aHUMAaEeT
JparoneHHoe cBoOOHOE MecTo. [t moaepKaHus MOpsaKa Ha CBOEM KOMITBIOTEpE HEOOXOIUMO MEPHOANIECKH
ycTpauBath yoopky. B omepanmonnoii cucreme Windows XP 1rst 3THX mesnel CTonb3yeTces Ciry>keOHas mporpaMma
mox Ha3zBaHmeM «OumncTka muckay. s ee 3amycka aktuBupyiite MeHio «Ilyck», 3atem Boioepute IIporpamMmmpl-
Cranaaprable-Ciyxednble-OuncTka aucka. [locnme 3amycka yTHIMTBI Ha JKpaHe MOSBHTCA pabodee OKHO
MIPOTPaMMBI, B KOTOPOM HEOOXOUMO BbIOPATh JIOTHUECKHUIN TUCK, KOTOPBIi OyIeT MOABEPTHYT IPOLEAYPE OUMCTKH.
[To ymouanuto BEIOpaHHBIM Beeraa spisiercs auck (C:).

Ipumeyanue. Taxke MOXHO 3allyCTUTh MAacCTep OYHCTKH, 3aias B «Moil KOMIBIOTEpP», BBIOpaB
COOTBETCTBYIOIIMH JMCK U INEJKHYB Ha HEM INPaBON KHOIIKOHM, aKTUBHPOBATH 3akinaaKy «OumcTka qucka». Torma
MIpoIEypa OUYMCTKH OyIET cpasy e 3aIlyIlieHa CIeHalIbHO U BRIOpaHHOTo AncKa. [Tocie Toro kKak BBl OIpeaeuTe
JIMCK, KOTOPBIH JKeaeTe OUMCTUTh, MOXKHO HaKUMaTh KHOMKY «OK». IIpr 3ToM MacTep o4MCTKH AucKa mepeiiieT K
MIpoLeype MPOBEPKH COCTOSHUS (haiiIoB Ha JaHHOM Jucke. [locie 3aBepiieHus aHann3a TEKYIIEro COCTOSIHUS ANCKa
YTHIINTA MIPEACTaBUT OTUYET O IMPOETaHHOI paboTe, yKa3aB, CKOJIBKO MECTa MOXKHO OCBOOOUTE.

Kak mokaszano Ha puc. 4, MacTep BEIBEIIET Ha 3KpaH CBOJHYIO HH(OPMAIIAIO O TOM, 33 CUET YE€r0 MOXKET OBITh
0CBOOO’KIEHO MPOCTPAHCTBO HA JIHICKE.

B oxHe npuBoanTCS NepedeHb KaTeropuil (aiinos, KOTOpBIE MOTYT OBITH yJalleHbI WITH CXKaThl 0e3 yiiepoa s
pabotel cuctembl. TemM He MeHee, MOJB30BATENIO IPEUIAraeTCs CaMOCTOSTENIBHO ONPENeTUTh, YTO ITOIEKHT



yIaJleHUIo, a 4TO yAaiATh He cienyeT. ['anouxoil oTMeuarotes rpymnmnsl ¢aiinos, moaiexkamue yaaieHuto. B konue
KaXXJI0 CTpoKu 0ToOpaXkaeTcst 00beM B K100l TaX, KOTOPBIA MOKHO BBICBOOOUTH yJaJeHUEM JaHHOU KaTeropuu
Gaiinos.

Puc. 4. Oxno OuucTkH gUCKa

Jlnst Toro 4ToOBI YBEPEHHO CHEIaTh BBIOOP, HEOOXOAUMO 3HATh, YTO MPEICTABIAIOT COOOW MEPEUHCIICHHBIC
(aiiyIoBbIE TPYIIIIHL

INanka «Downloaded Program Files» mpenana3zHaueHa ajisi BPEeMEHHOTO XpaHeHHsi ajieMeHToB ActiveX u
MIPUIIOKEHUsT Java, aBTOMAaTHYeCKH 3arpyxaeMblx W3 VIHTepHeTa, mpH 3arpy3ke W IPOCMOTpE pasiuuHbIX web-
crpanwuil. [Tanka B 11000 MOMEHT MOXET OBITH CMEJIO TIOJIBEprHyTa 0uucTKe. B Katanore «Temporary Internet Files»
HaXOJATCSl Web-CTpaHHIIbl, aBTOMATUYECKH COXPaHSIOIINECS Ha )KECTKOM JIMCKe BO BpeMs paboTsl B IHTEpHETE, 1151
OBICTPOTO IMPOCMOTPa NPU HOBTOPHOM 0OpaiieHny K HUM. [Ipu xopoleM coeTMHEHHN BpeMs 3arpy3Ki web-cTpaHuI]
HE OYEHb BEJIMKO, 2 IOTOMY HET CMbICiia o0eperaTb Coiep)KUMOe JaHHOW nanku. [1ocKoNbKy B HEll CKariMBaeTcs
JIOCTATOYHO OOJIBIIOE KOJNMYECTBO (aiJIOB, €€ HYXHO CTapaThCsl OYMINATH JIOCTATOYHO peryisipHo. B Kopsuny
nomemarorcs (ainpl nocie ux ynaneHus ¢ aucka. Oumctka Kop3uHbl M30aBUT JUCK OT YK€ paHee yIajJeHHBIX
¢aiinoB. HekoTopble mporpaMmbl OY€Hb HYacTO XpaHSAT BPEMEHHYIO HHGpOpMaluio B Qaiijax, B CIENHaIbHO
otBeZieHHO# aist atoro manke TEMP. Kak mpaBuiio, mepen 3akpbITHEM TaKMX TporpamMm 3TH (aitiibl 0ObIMHO
ynansitotes. TeM He MeHee, 3TO TPOUCXOIUT He

BCETJIa, a IOTOMY B MAITKe MOXKET HAKATIMBATHCS Macca HeHY)KHOW HH(popMalni. BpemeHHbIe (aitiibl, KOTOpbIE
XpaHATcs OONblle HENEeNIH, MOXHO CMENOo YAAIATb. BpemeHHble aBTOHOMHBIE (alnbl MPeNcTaBIsAIOT COOOH
JIOKaJIbHBIE KONUH HEJAaBHO MCIIOJIb30BABIINXCSA CETEBBIX (ailJIOB, aBTOMaTHUECKH IMOMEIIEHHBIX B K311 DTO AaeT
BO3MOJKHOCTb ITOJIyYUTh K HUM JOCTYI B OTKIIOYEHHOM OT CETH COCTOSHHUM.

Cayx6a WebClient/WebPublisher coxpansier Ha aucke ¢aitiibl, K KOTOPBIM OBUT OCYILECTBICH JOCTYII
COOTBETCTBYIOIIMM 00pa3oM. OHM HEOOXOOUMBI Ul YBEIWYEHHs OBICTPONEHCTBHUS, a HOTOMY TaKKe MOTYT OBITH
0e3005e3HeHHO yaaneHsl. OIHAM U3 CIIOCO00B SKOHOMHM MECTa SBIISETCS NpoLeaypa cxxaTus (aiiaoB, K KOTOPOH
JaBHO He Obu1o oOpamenuid. [Tpu aTom Windows coxpaHsieT BO3MOXKHOCTb B JF000H MOMEHT OOpaTHThCS K JAHHBIM
¢aiinam, u Hukakas nHpopmanus He yaansercs. [IpaBaa, nadopmanus 06 0CBOO0XKJaEMOM MTPOCTPAHCTBE B JaHHOM
ciydae OyAeT NpUOIM3UTENBHOM, TOCKOJIBKY (hailiibl COKUMAIOTCSI C Pa3IMuHOM cTeneHpto. Ciyx0a HHASKCHPOBaHHS
IIpU3BaHa YCKOPHUTH IOUCK (aiioB Ha auckax. Co3aaBasi HHASKCHI CYIIECTBYIOIIMX Ha JUCKe (ailyioB, TaHHAS CITyxK0a
3HAYUTENIFHO PaclIMpsAEeT BO3MOXKHOCTH OOHApyKeHUs HeoOxonuMoi nHpopmaruu. TeMm He MeHee, cTapble HHIEKCH
MOT'YT COXPaHATBCS CO BpEMEH IOCIIeIHEeH onepaluy HHASKCUPOBAHUS U MTOJIeKAT yIaJICHHIO.

Taxum 006pa3oM, 03HAKOMHUBIIKCH C OTYETOM MacTepa OYHCTKH [HCKa, MOXHO ONPEIEUTh, KaKiue MMEHHO U3
00OHapyXeHHbIX (ailIoB HEOOXOAUMO YAanuTh. [Ipy HEOOXOIUMOCTH, BBIICIMB KaKyloO-1M0o rpymmy ¢aiiioB u3
IIPeAIaraeMoro CIucka, MOXKHO IIPOCMOTPETh €€ copep kuMoe. Jist 3Toro 10cTaTouHO HaxaTh KHONKY «IIpocmotp
¢aitnoBy». 310 yI00HO TOTa, KOTJa U3 BCel IPYNITBI HEOOXOAMMO COXPAHUTh JIMIIL HECKOJIBKO (aiinoB. VX MOXHO
nepenucaTh B IPYroi Katajor, a OCTalbHbIe (aiiibl yaanuTh.

enknyB Ha BKIagke «0MOIHHTEIbHO», MOXKHO OCBOOOIUTH IOIOJIHHTEIBFHOE MECTO Ha JHCKE, YHAIIUB
HEHCIIONb3yeMble KOMIIOHEHTHI Windows WM yCTaHOBJICHHBIC NHporpaMMbl. Kaxknplid monp3oBaTess IOJDKEH
MIOCTAPATHCS ONPEIETUTHCS C TEM, KaKie UMEHHO NPUIIOKEHHS OH HCIIONb3YeT MpH padoTe 3a KoMIbloTepoM. Bee
ocTalbHOE MOXKET OBITh yaaieHo. [locie Toro kak onpeznerneHa Best nH(GopMaus, IoIexKanias yIaJleHHIo, HUKMHTE
kaHONKY «OK» B OKHE 0TYeTa MacTepa OUHCTKHU. Bce BIOpaHHbIe (haitiibl OyayT yIalieHsl, a yTImTa « O9uCcTKA AUCKa)
aBTOMAaTHUYECKHU 3aBEPIIUT CBOIO paboTy.

eghpaznenmayus oucka

Onepanmonnast cuctema Windows 3amucbiBaeT (Gaiiiapl Ha IUCK (U3MYECKUMH OJIOKaMH, Ha3bIBaeMBIMHU
kiactepamu. Kracmep - MUHIMaNbHBIH 00beM AUCKOBOH IaMSITH, KOTOPBI MOXKET OBITh BBIACIICH JUTS Pa3MEILCHHS
¢aiima. Bee ¢aitnoBeie cuctemsl, ncnoibp3dyemMbie Windows i paGOTBI C KECTKMMH AWMCKAMH, OCHOBAHBI Ha
KJIacTepax, KOTOPBIE COCTOST U3 OJHOTO MM HECKOJIBKHX CMEXHBIX CEKTOPOB. UeM MeHbIIe pa3Mep KiacTepa, TeM
6onee 3(h(heKTUBHO UCIIONB3YETCS TUCKOBas MaMsATh. Ecim pa3mep kiactepa He 3a7aH BO BpeMsi (POPMATHPOBAHMS,
oH BeIOMpaercs Windows B 3aBHCHMOCTH OT oO0bema ucka. CTaHTapTHBIE 3HAYCHHUS TOJ00paHBI TaKHM 00pazoMm,
9YTOOBI CHU3UTH MTOTEPIO IMCKOBOTO IIPOCTPAHCTBA M CTENEHb BO3MOXKHOH (hparMeHTAIIMH TOMA.

Ilocne dopmaTupoBaHus AWCKa WM B TOM CiIydae, KOIJla Ha HEM HMEETCsl JOCTaTOYHO CBOOOIHOTO
MPOCTPAHCTBA, ONEPAMOHHAs CHCTEMa 3aIlichiBacT (a1 B CMEXKHBIC, MPUMBIKAIOIIME OPYT K OPYTY KIACTEPHI.



CuntsiBaHre HHPOPMANXHU U3 Takoro (aiiyia MpONCXOIUT MPH MUHHUMAIEHOM INEPeMENIEHNH MarHUTHBIX TOJIOBOK.
ITo mepe 3anmcy Ha TOM HOBBIX (haiiIOB CBOOOTHOE MTPOCTPAHCTBO HA HEM YMEHBIIIACTCSI.

Ipumeuanue. ToM - pa3zien WK JJIOTHYECKHUH JTUCK, PACIIONIOKEHHBIA Ha XECTKOM MarHUTHOM JICKE.

[Ipn HemocTaTOUHOM pa3Mepe HEeNpepBIBHOIO CBOOOJHOTO MPOCTPAHCTBA Ha JUCKE ONEPAIMOHHAS CHCTEMa
WCIIONIB3YET JUIS pa3MelleHHst HOBOTO (aiiia NMEroIHecs: CBOOOHBIE YUACTKH, TOMEINasi B HUX OT/EIbHBIE [IETTOUYKH
KiactepoB (aiina - GpparmenTs! daiina. [Ipn 3ToM pparMeHTs MOTYT pacnonaraThes Ha 3HAYUTEIIBHOM PacCTOSHUT
JpYyT OT Jpyra, YTO MPHUBOAUT K CYIIECTBEHHOMY YBEJIWYEHHIO BPEMEHHU Ha IepEeMEIeHNE MAarHUTHBIX T'OJIOBOK H
COOTBETCTBEHHO BPEMEHH CUMTHIBAHHSI WITH 3aITUCH (haiiia.

Qaiin, KOTOpHI 3aHMMaeT Ha JUCKe OoJee OJHOTO  HENPEephIBHOIO  YyYacTKa, Ha3bIBACTCS
¢pazmenmuposannpin. dparMeHTanys AWCKA - 3TO TOSBICHHE Ha JHUCKE MHOMKECTBA CBOOOJHBIX YYaCTKOB,
pa3zeNeHHbIX 3aHATHIMH y4aCTKaMU.

Kak 0b110 OnmcaHo BblIe, Uil YBEJIMUEHUs1 CBOOOJHOTO IPOCTPAHCTBA AUCKA IPOU3BOIAT €ro YUCTKY. OHaKO
ynajgeHue (GaiiyioB eme OOJbIlle CIOCOOCTBYeT (h)parMEHTAIlMM, TaK KaK OCBOOOJUBIIMECS YYacCTKH OyayT
WCIIONIE30BATHCSl ONEPAllMOHHON CHCTEMOW JuIs pa3MelleHusl (parMeHTOB HOBBIX (aitnoB. [Ipu sToM MOxker
BO3HHUKHYTb CUTYaIlUsl, IPH KOTOPOH CBOOOAHOTO IMTPOCTPAHCTBA Ha JIICKE MHOTO, HO BCE OHO COCTOMT M3 MHOXKECTBA
pa3dpocaHHbBIX IO AUCKY MEIIKUX YYacTKOB, HEAOCTATOUHBIX Ul pa3menieHus QaiinoB neiankoM. Ecinu B mporecce
JUTUTEIIbHON DKCIUTyaTalluy JMCKa, OCOOEHHO JKECTKOr0, He TIPHHUMATH CIIEIMANBHBIX Mep, TO (parMeHTUPOBaHHOM
OKakeTcs Oouplnasi yacTh (haiioB, M 3TO MOXKET 3aMeUIUTh pabOTy AMCKAa M COOTBETCTBEHHO IPOTPamMM,
B3aMMOJICHCTBYIOIMX C HUM, B HECKOJIBKO pa3. Kpome Toro, Hammuue QparMeHTaluu BCeraa yXy/aeT MpOorHo3
BOCCTAaHOBIICHUSI YIaIeHHBIX (aiJIOB U KaTaJlOroOB.

B Hacrosmiee Bpems pa3pabOTaHbl M IIMPOKO TNPHMEHSIOTCS CIEUHaIbHbIE MPOTPaMMBI, YCTPAHSIOIIHE
(¢parMeHTaIMI0 JUCKOB. Bce 3TH TpOrpaMMbl BBINIOIHSIOT Oepazmenmayuio OucKka, T.€. PCOPTaHU3YIOT
(u3nueckoe pacroyiokeHne BceX (hailioB U KaTaloroB TakuM 00pa3oM, YTOObI MHHUMH3UPOBATH MEpEeMEIlICHHUE
MAardHuTHBIX I'OJIOBOK JUCKOBO/JIOB. Hporpamma ae(])parmeHTauMM BBITIOJIHACT ABC MMPOLEAYPHI:

"  00BeAMHSIET BCE HEHCIOJb3yeMble YYaCTKH JMCKa W TOMEIIAeT MX B KOHEI| JHCKa, 00pasys CILIOIIHOE

IPOCTPAHCTBO;

= o0BbenuHsACT (hpparMeHTHI (haiiioB, pacmojaras BCe KJIACTEPhl KAXKIOro (aiijia B BHAE OJHOIO CIUIOIIHOIO

y4acTka.

Bce aTu omepaiiuy, KOTOpBIE MporpaMma MPOU3BOAMT C AMCKOBON HMH(OPMAIHEH, HAa3bIBAIOT ONTUMHU3AICH
JHCKA.

B onepauunonnoit cpene Windows i nedparMeHTaluy Jydile HCIONIb30BaTh CTAHIAPTHYIO CIIyKeOHYIO
nporpammy Jdedparmentanus aucka. [Iporpamma [ledpparmeHTanusi AUCKA - 3TO CHUCTEMHAs CITy>keOHas
[IporpaMma, BBIIOJHSIONIAs aHAIN3 JIOKAJBHBIX TOMOB M 0ObequHSIOmas (parMeHTHPOBaHHbIC (alibl M MAIKH
TAKUM 00pa3oM, 4TOObI KaX/Ibli (paiin niM narnka ToMa 3aHUMali €IMHOE HeMPEPBIBHOE MTPOCTPAHCTBO.

Tpumeuanus.
1. /JledpparMeHTanuI0 OUCKOB Takoke MOXKHO 3alyCTHUTh W3 KOMAHIHOW CTPOKM C IIOMOIIBIO KOMAaHbI

c:\windows\ system32\ defrag.exe.
I[Nepen 3amyckoM pOrpaMMbl OITHMHU3ALMH ACKA HEOOXOAMMO BBITOIHUTD CIEAYIOLINE PO IYpHI:

"  yIANUTh HEHYXHBIE (alIbl;

"  BOCCTAHOBHUTb CIIy4YailHO yJajieHHbIEe (ailfibl, Tak Kak mocie IedparMeHTally 3TO CHeJaTh OyHeT yxe

HEBO3MOJKHO;
"  [POBEPUTH WU IIPH HEOOXOAMMOCTH YCTPAHHTh HApYIUCHHs B JIOTMYECKOW CTPYKType IHCKa, HHAue
nporpamma aedparMmeHTainum, 00HapyKUB HAPYIICHHUsI, TPEKPATHT e parMeHTAIHUIO.

Jns 3ammycka nporpamMmsl JedparmMeHTanuu Jucka cienyeT BeIOpath B MeHIo Ilporpammbl nynkT CTaHAapTHBIE,
3ateM Ciry:keOHbIe, a 3aTeM BEIOpaTh MyHKT Jedparmentanus aucka. [Tocne 51oro HyKHO BEIOpPATh TUCK U HAXKATh
KHONIKY «AHamm3y». [lo 3aBepuieHMM aHanM3a TOMa IporpamMma AeparMeHTAlUH AUCKa BBIBOIUT PE3YJIHTATHI
aHaIM3a M COOOLICHHE O TOM, HY)KIAeTCs JIM JaHHBIA TOM B nedparMeHTaluy, Kak oKa3aHo Ha puc. 5. Jns toro
9TOOBI MMPOCMOTPETH OTYET 00 aHanm3e, colepiKammi Ooiee MOAPOOHBIE CBEIEHHS O TOME, M CIIMCOK Hambolee
(parMeHTUPOBaHHBIX (ailioB, HaxXMUTe KHONKY «BbBecTn otdyer». Ecmi BeI cumraere nedparmeHTanmio
HE0OX0AUMOH, TO MENKHATE KHONIKY «/ledparMeHTanus», nHade - «3aKPBITHY.
Ecnu BeI 3anycTiim npoueaypy JedparmenTanus qucka, To OCie BBITOIHEHHUS 3TOH IPpoLeayphl pe3yIbTaThl Oy ayT
0TOOpa)KeHBl B TpaMYeCKOM INPEJICTaBJICHHH C LBETOBOM KOIMPOBKOW B MOJIAX PE3YJIBTATOB aHAIU3A H
nepparmenTaiuy. YToOBI TPOCMOTPETH OTYET O JAeparMeHTalUH, COIEpIKAIMMKA IONPOOHBIE CBEICHUS O
nehparMeHTHPOBaHHOM TOME, HAKMHTE KHOIKY «BBIBECTH OTIeT».




Puc. 5. Oxno CoobuieHne ¢ pe3ynbTaTaMy aHaIn3a

2. B momsax pe3ynpTaToOB aHAIM3a W JedparMeHTaruu oToOpa)kaeTcs MpUOIM3UTENFHOE TIPE/ICTABICHHE
(¢parMeHTaIMM TOMa, TaK Kak IO Pe3ylbTaTOB aHanmn3a M JedparMeHTalyu HEIOCTATOYHO BEJIWKH, YTOOBI
0T0Opa)kaTh BETHYIO BEPTHKAIBHYIO JIMHHIO JJIsl KXKJIOTO KilacTepa JiFcKa B cocTaBe ToMa. Kakiast IMHUS B MTOJISX
Pe3yJIbTaTOB aHaNK3a U Ae(parMeHTalNH MPEICTABISET COOOH NECITKU WM JaXKe COTHH KIaCTEPOB B 3aBHCUMOCTH
oT pa3Mepa ToMma M kiactepa. [IockonbKy B OZHOW TpyNIe KiIacTepoB MOTYT HaXOIWUThCS M (pparMeHTHPOBaHHBIE
(aiinel, 1 HeparMeHTHPOBaHHbIE (Qailiibl, 1 HenepeMemaeMble Qaibl (ailipl, TeKyllee MONI0KEeHNEe KOTOPHIX Ha
JIICKE HE MOXET OBITh M3MEHEHO), U CBOOOJHOE MPOCTPAHCTBO, IIBET KaXIOH BEPTHUKAIBHOM JIMHUHU OTIPEIeIIseTCs
CIeIyIOIMMY IPAaBUIIaMU.

et Onucanue

BONBIIMHCTBO KIIACTEPOB SABJISIFOTCS YaCThIO PparMeHTHPOBAHHOTO (aiia.

BonbmMHCTBO KiIacTepoB B TIpyIIE COAEPKAT TONBKO CBOOOJHOE IPOCTPAHCTBO U
He(parMeHTHPOBaHHBIE (hanJIbl.

3eneHblit BonbmmHCcTBO KJIaCTEPOB ABJIAIOTCA YaCTbIO HEICPEMECIIAEMOI'O (baﬁna.

benpbrit BoNBIIMHCTBO KJIACTEPOB MPECTABIISIFOT CBOOOIHOE MPOCTPAHCTBO.

Jist moydeHHsT TOYHBIX YHCIIOBBIX 3HAUYEHHMH HCIIOJIb3YyHTE OTYeThl 00 aHajm3e W JedparMeHTanuu, KOTOpble
coJiep KaT NOAPOOHBIE CBEICHHS O TOME, IPOBEPEHHOM Ha HAJIM4Me ()parMeHTHPOBaHHBIX (paiiyIoB 1 Manok, BKIoUas
pasmep TomMa 1 CBOOOIHOIO MPOCTPAHCTBA, YUCIIO0 (pparMeHTHPOBaHHBIX (HaiIOB M MANoK, a TAKKe CpeAHEee YUCIIO
(parmMeHTOB B (haiine.

Pexomendayuu npu degppaemenmayuu

1. Tlepen nedparmenTanuell npoaHaIM3upyiTe ToMa. AHaIN3 PEKOMEHJyeTCs MPOBOJUTH PETYJSPHO, a
JedparMeHTanuIo ToJIbKO MOCe COOTBETCTBYIONIEH PEKOMEHJANK POrpaMMBbl JedparMeHTalul IUCcKa. AHaIN3
TOMOB PEKOMEHAYETCA BBITIOJIHATH HE PEIKE OAHOTO pa3a B HEACIIIO. Ecmm HOTpC6HOCTb B lle(bpal"MeHTaIlI/II/I BO3HHUKACT
peAKo, MHTEPBaJ BBHIIOIHEHHS aHAJIN3a TOMOB MOXKHO YBEJIMYHUTH JI0 OJTHOTO MecALa.

2. AnammupyiiTe TOMa Ha (parMeHTHPOBAHHOCTH Iocje A00aBieHus OonbiIoro 4yncna (anioB, Tak Kak
nociie Jo0aBIeHHUs UX WM [IAIIOK TOMA MOTYT CTaTh CWJIBHO ()parMEeHTHPOBAHHBIMH.

3. Ilepen nedparmentanmeii ybeamutech, 4To Ha aucke He MeHee 15% CBOOOAHOIO HPOCTPAHCTBA.
INporpamma JledparMenTarys AUCKa UCIOIB3YET 3TOT 00beM Kak 001acTh ISl COPTHPOBKH (hparMeHToB (hailyioB.
Ecnu o6bem cocraBnser Menee 15% cBOOOAHOTO MpOCTpPaHCTBA, TO IporpamMma JledparmenTaiys aucka BBIIOIHUT
TOJIBKO YaCTUYHYIO Je(hparMeHTaLHIO.

4.  JedparmeHTHpyiiTe TOMa IIOCIE YCTAaHOBKM IPOTPAaMMHOIO oOOECHEeYeHHs, IIOCe BbIIOIHECHUS
OOHOBJIEHUS UM YUCTOM ycTaHOBKM Windows, Tak Kak Mocie yCTAaHOBKH MPOrPAMMHOI0 00ECIIeYeHHs] TOMa 4acTo
(bparMeHTUPYIOTCSL.

Apxueauus oannvix

Jisi 3ammThl JaHHBIX KOMIIBIOTEpa OT CIY4YaHOH yTepH B Cilydae, €cid B CHCTEME BO3HHKHET cOOU
000pyIOBaHUS WM HOCHTENS, HCHONB3yeTcs CTAaHAApTHAs Hporpamma apxuBamuu. C IIOMOLIBIO HPOrpPaMMEI
apXMBallMi MOKHO CO3/aTh PE3EpBHYIO KOIHIO JAHHBIX Ha JKECTKOM JIHCKE, a 3aTe€M CO3/aTh apXHB Ha JPYroM
YCTpOIHCTBE XpaHEeHUs AaHHBIX. HocuTeraem apxuBa MOXET OBITh JIOTWYECKHH AWCK (HampuUMep, KECTKUI JIHICK),
OTZAENBHOE YCTPOMCTBO (TaKoe, KaK ChbEMHBII JUCK) WM Lenasi OMOIMoTeKa JUCKOB WIIH JICHT.

IIporpaMma apxuBamuy NpeaoCTaBIAET CIEAYIONNE BO3MOKHOCTH:

"  apxuBauus BEIOPaHHBIX (haiIoB U MallOK HA MAaTHUTHOM JIHCKE;

"  BOCCTAHOBJICHHE apXUBHPOBAHHBIX (DAiJIOB M MANoOK Ha JIOKAJbHBIA JKECTKUN MUCK WM JII000H Jpyroi
JIOCTYIHBIN JHUCK;

"  JCIOJB30BaHUE CPEJCTBA aBAPHITHOTO BOCCTAHOBIICHHS CHCTEMBI [UISl COXPAHEHHS M BOCCTAHOBIICHUS BCEX
CHCTEMHBIX (aiiJIoOB M MmapaMeTpoB KOH(PUTYpaly, HEOOXOIUMBIX Ul BOCCTAHOBJICHUS! CUCTEMBI IIOCIIE
cbos;

"  CO37aHHE KOIHMHU JAHHBIX U3 JTFOOOT0 BHEITHETO XPaHMIIMINA MIIH JAHHBIX, XPAHSIIIMXCS HA IPHUCOE TNHEHHBIX
JIICKAX;

"  CO37aHHE KOIUH JaHHBIX COCTOSIHHUS CHCTEMBbI JIOKAIFHOTO KOMITBIOTEPA;

"  CO37]aHHE KOMWH CHCTEMHOTO pa3fiena, 3arpy304HOro pasiena W (aiiyioB, HEOOXOMUMBIX IS 3arpy3KH
CHCTEMBI B ciTydae cO0s KOMIIBIOTEpA UIIN CETH;

"  UIAaHUPOBAHHUE NEPHOANIECKOTO BBITOJHEHUS APXUBAINH JUTS TIOTyUCHHUS TEKYIIIX BEPCHIA apXHUBOB.

Co30anue apxuea 0aHHbIX

Jns apxuBanmu B ¢aitn HeoOxoauMo 3a1aTh UM Qaiiia U MecTo, Tae oH Oyaer coxpaHeH. Daiinbl apxupa

00brgHO MeroT pacumpenne BKF, HO ero MokHO cMeHHTH Ha Ito0oe apyroe. Daiin apXmBa MOXKHO COXPAaHUTH Ha
XKECTKOM JIHCKE, IUCKETEe WM Ha JIIOOOM JPYroM ChEMHOM JHOO HECHEMHOM HOCHTENE, Ha KOTOPOM BO3MOKHO
coxpaHenue (aitno. s apxWBanyMM NaHHBIX Ha JIEHTY HEOOXOAMMO, YTOOBI K KOMITBIOTEPY OBUI MOIKIIIOYEH
HAKOINHUTENh HA MAarHUTHOW JICHTE, a JJIsl YIpPABICHHWS HAaKONMHUTEISIMH HAa MarHWTHOH JICHTE MMENach OCHACTKa
Cnemusie 3Y.




UroObl 3aapXWBUPOBATH JTAHHBIE COCTOSIHUSI CUCTEMBI, 3aIlyCTHTE MPHUIIOKEHHE ApPXHBAIHs, BHIOPAB B MEHIO
ITyck xomannel IIporpammei-Cranaapthbie-Ciy:ke0Hble-ApxuBanusi JaHHbIX. [lo ymomuaHuio mporpamma
apXUBallMU 3aIIyCKAETCSl B PEXKUME MACTEpa, €CIIU STOT PEKUM HE OTKIIOUEeH. [[71s1 mepexntoueHns B pacIiipeHHbII
peXuM HaxXMHUTe KHONKYy «PacmmpeHHBli» B OKHe MacTepa apxuBauuu. Bxmagka Jlo6po moskajioBaTh
MIPEOCTABIISIET MOJIB30BATEIIO BHIOOP U3 TPEX BapHAHTOB HCITOJIL30BAHMS IPOrpaMMbl: Mactep apxuBanuu, Mactep
BOCCTAaHOBJICHHSI U MacTep aBapHiHOTO BOCCTaHOBIICHHSI CUCTEMBL.

Jnst apxuBanmy BHIOpaHHBIX (DAMJIOB M IAllOK Ha JKECTKOM [HMCKE NepelauTe Ha BKIAIKy APXUBALUS U
YCTAHOBHTE (PJIAYKKH B CITUCKE Y CTAHOBHTE (MIAKKH JUIS BCEX 00BEKTOB, KOTOPBIE BBl XOTUTE 3aapXUBHUPOBAThH, KaK
MOKa3aHo Ha puc. 6.

Puc. 6. Onpexnenenne 0ObEKTOB JUIsl apXUBALUH

Boccmanoenenue ¢gpaitnos u nanok uz apxuea

Jdnst BoccraHoBieHHs (halijoB M TANOK 3allyCTUTE MporpaMMy ApXHBanusi JaHHBIX, Ha BKJIaJKe
BoccTaHoBiieHNe U yIIpaBJieHHe HOCHTEJIEM Ha JiepPeBe apXUBUPOBAHHBIX (haliJIOB U MAIOK BHIOEPUTE OOBEKTHI A1
BOCCTAaHOBJICHU S, 3aTEM BbI6epI/ITe OJIWH U3 TPEX BApUAHTOB PA3MCIICHNA BOCCTaHABINBACMbIX (baﬁ.]'[OB H I1arioK u3
apXuBa, KaK [10Ka3aHO Ha puc. 7.

Pa3znnuue B BaprHaHTax pasMCUICHUSA BOCCTaHABJIMBACMBIX d)aﬁHOB M TIaroK M3 apxuBa 3aKJII04YacTCsad B
CIIEYIOIIEM:

BoccTaHoBJIeHE B UCXOHYIO MAIKY (MM MAIKK ), 3 KOTOPOH ObLiTa BBIMOJIHEHA apXUBAIHsL, TPUMEHSIETCS TPU
BOCCTAHOBJICHNH IMOBPEKACHHDBIX UJIN YTEPSIHHBIX Q)ai/'mos U I1aI10K.

Puc. 7. Be16op 00BEKTOB /7151 BOCCTaHOBIICHUS

BoccTaHoBneHHE B JTI00YIO albTepPHATHBHYIO IAIIKY TPUMEHSAETCS, €CI TpedyeTcst H3BJIeUb HECKOIBKO CTaphIX
(aiioB, HO HEJb3s 3aMEHATH BCE OCTalbHBIC TEKyIHe (aiiibl U Manky Ha JHCKe.

BoccTaHOoBNIEHHE apXUBHPOBAaHHBIX (DaliIoB B OAHY MamlKy C COXPAHEHHEM CTPYKTYPhl apXHBHPOBAaHHBIX
(aiiIoB M NAINOK MCIONIB3YEeTCs MPH MOoKCKe (aiia, el HEM3BECTHO €ro PacloIOKEHHE.

s BeIOopa criocoba BoccTaHOBIEHUS (haidiioB 1 mamok Beioepute B MeHI0 CepBuc komanxny Ilapamerpsl,
TIocIIe Yero B OkHe [lapamempul BEIOEPUTE OJIMH U3 TPEX BAPUAHTOB, KaK II0Ka3aHO HA PHC. 8, U IIEIKHUTE HA KHOIKE
«OK».

Paznmuuns Mexmy criocodamy BOCCTaHOBJIEHHS yKEe UMEIOMIMXCS (PAIOB CIIEAyOLIHeE:

Bri6op Bapuanta He 3aMeHATH (aiin Ha KOMIbIOTEPe MIPEAOTBPATHT 3aMeHy (PaiiIoB, HAXOIIIMINXCS HA KECTKOM
JHCKe. DTOT BapUAHT SBIISAETCS CAMBIM 0€30I1aCHBIM PEKHMMOM BOCCTAaHOBJICHHS yKe HMEIOIIUXCS (haiioB.

Bri0op BapnanTa 3aMeHsiTh (aiijl HA KOMIIbIOTepe, TOJIBKO €CIIM OH CTapee, OyAeT rapaHTHPOBaTh, YTO ECIH CO
BpPEMEHH IOCIICAHEN apXUBALMK JaHHBIX OBIIN M3MEHEHBI KaKHe-Mn00 (aiibl, TO BHECEHHbBIE N3MCHEHHS HE OyayT
YTEpsHBL

Bapuant Bceerma 3ameHsiTb (paiiy Ha KOMIBIOTEpe MPUBEICT K MOTEPE BHECEHHBIX CO BPEMEHM IOCIIECTHEMN
apXMBally TAHHBIX N3MEHEHUH B )K€ HMEIOIHecs (Gaiiibl.

J171s1 3aBepIIeHHsI ONPEAEIICHHS ITApaMEeTPOB BOCCTAHOBIICHNS MIETKHNTE HAa KHOIKE «OK», a 3aTeM Ha’)KMHTE KHOIIKY
«BoccTaHoBHUTEY 17151 Havasa mpomuecca.




Puc. 8. Bribop crioco6a BoccTanoBiIeHHs (DaiiyioB 1 Aok

JlaGopaTopuasi paéora paccunTaHa Ha 6 4acoB ayMTOPHBIX 3aHATHH. Caya 1abopaTopHON pabOTHI 3aKIII0YAeTCs
B OTBETE HAa KOHTPOJIbHBIE BOIPOCHI, JEMOHCTPAILIMH PE3YJIbTaTOB PAOOTHI BHITOIHEHHS 3a/1aHUH

Conep:xkanue oT4yeTa
1. HazBanwue u nens paboThI
2. PesynbraThl BhIMOMHEHUS 3aanui 1,2,3,4,5

3ananue.

1. Hcnonw3ysa 3agmanus CBeJeHUs O CHCTEME, ONpElelNTe CICAYIOUME IapaMeTpbl KOMIIBIOTEPHOH
cucteMbl: MynbTMeMa, 3aIIOMUHAIONINE YCTPOUCTBA, CUCTEMHBIE JIpaifiBephl, TPYIITBI IPOTPaMM, aBTOMATHIECKH
3arpyaeMsble IPOrPaMMBL.

Hns 3amycka mporpammbl CBemenusi 0 cucreMe BbiOepute B MeHIo Ilyck komanay ITporpammsbi-
Crannaprable-CiryxeOHble-CBeIecHHA 0 cHCTeMe.

Juist nostydeHus cBeieHui 00 yCTPOUCTBAaxX MyJIbTHMEINA BBIOEPUTE B IEPEBE KATETOPHii B JIEBOH 00JIaCTH OKHA
porpaMMbl Kateropuro KommoHeHTHI, a B Hel moakateroputo MynbTuMmenna. BeiOupast B 3TOH TMOAKaTeropuu
3JIeMEHTHI MyJIbTUMeUa ayauo- 1 Buaeokoaeku, CD-ROM, 3BykoBoe yCTpoNHCTBO, TUCIIIEH, TPOCMOTPUTE B IPAaBOit
YacTU OKHA MPOTPaMMBbl CBEICHUS, OTHOCSIIHECS K AJIEMEHTY, BBIJICICHHOMY B IepeBE KaTeropHil.

Jnist mpocMoOTpa CBEIEHWI O 3allOMHHAIONIMX YCTPOMCTBAaX BBIOEPUTE B JIEBOW YacTH OKHa KaTETrOPHIO
3anoMuHaronme ycrpoiictBa. BpiOupas B 3TOW KaTeropuy pas3iiMuHbIE MOJKATErOpHU, B OOJACTH CBEICHUH
npocMOoTpuTe HH(POPMAIUIO 00 YCTPOIiCTBaX BHELIHEH MaMSTH.

s mpocMoTpa CBeAGHHH O CHUCTEMHBIX JApaiiBepax BblOepuTe Kareroputo [IporpamMmuas cpeaa, a B Hei
nojkateropuio CucTeMHbIE IpaiiBephI.

s mpocMOTpa JaHHBIX O TpylIax HMporpaMM Hauaute B kareropuu IIporpammuas cpena MoAKaTeropuro
['pynmbl mporpamMm, 4TOObI BEIBECTH CBEJICHHSI O HUX B IIPaBOi 001aCTH OKHa.

AHaJIOTMYHO HAalJUTE CBEACHHS O IIPOrpamMMax, aBTOMaTHYECKH 3arpyxaembix pu ctapre Windows XP.

3akpoiite okHO nporpamMmbl CBeJleHUS 0 cUCTEMe.

2. HUcnonesys cranmaptHyio nporpammy Windows IlpoBepka amcka, mpoBepbTe IHCK (110 YKa3aHHIO
IIperojaBaTesd): Ha HAIWYME IOBPEKACHHBIX CEKTOpOB M OmMOOK (aiinoBoil cuctemsl. IIpu 3tom ecim OyayT
0oOHapy>KeHbl OMIMOKHU, TO 3aJaiiTe PeXUM BOCCTAHOBJCHHS ITOBPEKICHHBIX CEKTOPOB IHCKA aBTOMATHYECKOTO
UCIIPABJICHUS CHCTEMHBIX OLINOOK.

[epen 3amyckom MpOBEpKH JHCKa 3aKpoiite Bce (aiinbl Ha HeM. OTKpBIB OKHO Moii komnviomep, BbIOEpUTE
JIOKANBHBINA UCK uMA Oucka:, 3aTeM B MeHIo Maiia Beioepute komanny CpoiictBa. Ha Bkiaake CepBuc B rpymme
IIpoBepka nucKka HAXKMUTE KHONKY «BBINOIHUTE TpoBepKy». B rpynme IlapameTpsl NpoBepKH AUCKa YCTaHOBUTE
(bra)xKki ABTOMATHYECKH HCIIPABJSITH CHcTeMHble o1IMOKH 1 [IpoBepsiTh M BOCCTAHABINBATD MOBPEKIeHHbIE
CeKTopa.

Jis Havana mpoliecca CKaHHMPOBAaHMS AMCKAa Ha HalWdue OIIMOOK IIEIKHUTE Ha KHomke «3amyck». Ilo
OKOHYaHHH ITPOBEPKHU HMCKA Ha SKpaH OyIeT BBIBEIEHO COO0IIeHHEe 00 OKOHYaHMHU MTPOBEPKHU JHCKA.

3. Hcnonp3ys ctangapTHyto nporpammy OQuueTka qucKa, BBIIOIHUTE OYUCTKY Aucka C:.

Jns 3amycka nporpammsl BeliOepute B MeHIO Ilyck xomanny IIporpammbi-Cranaaprhbie-CiiysxeOHbIe-
Oumncrka aucka. B paGouem okHe mporpaMMbl BbiOepuTe jorudeckuii auck C:, KOTOpPBIA OyZeT MOJBEPTHYT
MIpoLIeype OUUCTKHU, U IeJNKHUTE Ha KHomke «OK». Ilocie 3Toro Mactep ouMCTKH JUCKa MepeiaeT K mpoueaype
IIPOBEPKH cocTOSHUS (ailoB Ha JaHHOM Jucke. [locie 3aBepuieHns aHaIM3a TEKYIIETro COCTOSHHS AUCKA IIPorpaMma
MIPECTaBUT OTYET O MPOETIaHHOI paboTe, yKa3as, CKOJIBKO MECTa MOKHO O0CBOOOANTH. ONpeaenuB, YTO MOATIEKUT
YAQIEHHIO TIPA OYMCTKE JIMCKA, IeJKHUTE Ha KHonke «OK», a 3atem nmoaTBepanTe ynaneHue (aiaoB mpyu o4MCTKE
JIVMCKa, METKHYB Ha KHomKe «/la». [locne 3Toro 3amyckaercs mpouecc OUYMCTKH JHCKa.

4. Ucnonb3ys crangaptHyro nporpamMmy JledparmeHTanmusi JAMCKa, BBIIOJHUTE  OLEHKY
(bparMeHTHPOBAaHHOCTHU (aiiioB Ha aucke C: U, ecim TpeOyeTcs, TO BHITOJHUTE Ie(parMeHTaLHIO 3TOrO JUCKA.

Hus 3amycka mporpammbl [ledparmenTamuu mucka BeiOepute B MeHIO Ilyck komanay ITporpammbi-
Cranpaprasie-Ciyxednble-depparmentauus aucka. [locme storo BeiOepure muck C: W HaXXMHUTE KHOIKY
«Ananmms». o 3aBepiieHnN aHamM3a TOMa IporpaMma AepparMeHTalMy CKa BBIBEAET PE3yJIbTaThl aHATH3A U
CcOOOIIEHNE O TOM, HYXKJIAeTCsl W JaHHBI TOM B aepparmMeHTannu. Ecim B OkHe coOOIIEHWS NporpaMma
PEKOMEH/IyeT BBIOIHUTH Ae(parMeHTalMIO IHCKa, TO INEIKHUTE Ha KHOMKE «/ledparMeHTarus», ecnu MHaYe -
IIETKHATE KHOIKY «3akpbITh». Ecim Oba 3amyimeHa mpouenypa AedparMeHTandH, TO ITOCIE €€ OKOHYAHUS
pe3ybTaThl OyIyT OTOOpa)XeHbI B TPa(h)UIecKOM MPEACTABICHUH C IIBETOBOW KOJWPOBKOW B MONAX PE3yIbTAaTOB
aHamm3a W JedparMeHTanud. YToOBI MPOCMOTPETh MOAPOOHBIA OT4ET O AedparMeHTaIH, HaXMUTE KHOIKY
«BriBecTH oTueT». 3aKkpoiiTe OKHO IporpamMmel Jedparmenranus aucka.

5. Hcnone3ys cmyxeOHYI0 MporpaMMy ApXUBalus JaHHbIX, apXUBHPYyHTe qaHHEIC 13 manku C:\Program
Files\Microsoft Office\Templates B apxuB ¢ nmenem Templates Ha mucke D:.



Jnst 3amycka mpuiioxkeHHsl ApxXuBamus JaHHBIX BbeiOepute B MeHI0 Ilyck komanael IIporpammsbi-
Cranpaprubie-Ciyxe0HbIe-ApxuBanus JaHHbIX. Ecii nporpaMma apxuBanuy 3alryckaeTcs B peKUMe MacTepa,
TO JUIS IEPEKITIOYEHUS B PACIIMPEHHBIN PEKUM Ha>KMUTE KHOIIKY «PacIIMpeHHBI» B OKHE MacTepa apXHBallHy.

Junst apxuBanuy BHIOpaHHBIX (DalIOB M THAloOK HA JKECTKOM JHCKE NepeluTe Ha BKIAAKY ApXHBamMs U
ycraHoBUTE (koK B criicke YcraHoBute Quaxkku i nanku C:\Program Files\Microsoft Offlce\ Templates,
JTaHHBIE U3 KOTOPOH BBl XOTUTE 3aapXUBUPOBATH.

3amaiiTe B KadectBe HocuTens AMCK D: u mms daiinma mis apxuBa Templates, Ha)kxMuTEe Ha KHOIKY
«ApXUBHPOBATHY, a 3aTeM B 0kHE Cgedenus o 3a0anuu apxueayuu BbIOEpUTE BapHaHT 3aTepeTh JaHHbIe HOCHTEJIs
3THM apXUBOM.

[lemukoM Ha KHOTIKE « APXHBUPOBATHY 3aIlyCTUTE MpoLeypy apxusaimu. [locne atoro B okHe Xood apxusayuu
poHaOMofaiiTe 3a MPOLECCOM apXUBAllMM, II0 OKOHYAHUM KOTOPOrO OyleT BBHIBEJEHO OKHO COOOINEHHUS O
3aBEpIICHUH apXUBAIUK C KPATKUMH CBEJCHHUAMU. J{J1sl IpOCMOTpa NOAPOOHOTO TEKCTA OTYETA IISITKHUTE Ha KHOIIKE
«Otger».

Hcnonesyst cirykeOHYIO IporpaMMy ApXHBamMsi JaHHBIX, CO3/aliTe apXUB CUCTEMHBIX (AHIIOB U JUCKETY
aBapUHHOIO BOCCTAHOBJICHUS, KOTOPBIE MOTYT OBITh MCITOJIL30BaHBI B IIEJISIX BOCCTAHOBJIEHHS CUCTEMBI B ClIydae ee
OTKa3a.

[MpuroToBbTe YMCTYIO0 AUCK ((QIdUI-MaMATB) Uit COXpaHEHWsS IMapaMeTpPOB CHCTEMBI, 3aT€M 3aIyCTUTE
npuiioxxeHne ApxuBanus B pexxume Pacmmpennsiii. B menro CepBuc BeiOepute koManay Macrep aBapuiiHOTO
BOCCTAHOBJIEHHs cucTeMbl. ClenyiiTe HHCTPYKIMSIM, TOSBIISIOIIUMCS Ha dKpaHe. [l mepexosa K CleayromeMy
miary Macrepa ImejikaiTe Ha kHonke «Jlanee». BeiOpaB TvIm HOCUTENS U1l CHCTEMHOTO apXMBa U MMsI HOCUTEIS JJIst
XpaHEHUs] apXWBHBIX JaHHBIX, Hanpumep, D:\Arxiv\Backup.bkf, menknure Ha kHomke «/lamee» st coznmanHus
apxuBa. [Tocyie 3Toro OyneT BBINOJIHEHA apXUBALUS CUCTEMHBIX (haiIoB, HEOOXOIMMBIX JUIS 3arpy3KH CHCTEMBI, U
CO3/IaHMe IMCKEThI aBAPUIHHOTO BOCCTAHOBIICHUSI.

[To okoHYaHMU Tpollecca apXHUBAIlMK B OTBET Ha MPEAJI0KEHHE BCTABUTH JIMCKETY BCTABBTE YUCTYIO TUCKETY,
Tociie 3Toro OyzeT co3JaHa JUCKeTa aBapHHHOTO BOCCTaHOBIEHUS. J[s mpocMoTpa moApoOHOro oTYeTa IETIKHUTE
Ha KHoIKe «OT4eT». 3aKpoiTe OKHO MPOrpaMMbl APpXHBAIUs TAHHBIX.

KoHTpoabHbIe BONPoChI

1. Tlouemy mpH 3KCIUTyaTallMH KOMIBIOTEPHON CHCTEMBI BaKHO 3HATH €€ IapaMeTphl?

2. Tlouemy obGecnieuenue Oecriepe0oOiHON PabOThl AMCKOBOW CHUCTEMBI KOMIIbIOTEpA SIBIISETCS OJHOM W3
OCHOBHBIX Mep obecriedeHust nHPOpMaIMOHHOM Oe3onacHocTH?

3. Onuimmre NpUYMHBI HAPYLIEHUH B pabOTEe MATHUTHBIX UCKOB.

4. Tlouemy HeoOXoqMMa ITPOLIEYPa OYUCTKH AUCKA?

5. Uro takoe ¢parmenrtauus Qaiina? [louemy oHa BO3HMKAeT U KaK BIUSET Ha CKOPOCTH OINEPAIlMH YTEHUS
nH(pOpMAaIIHK ¢ AucKa?

6. B xaxux ciydasx peKOMEHIyeTcs BBITOIHUTE AedparMeHTaluIo AucKa?

7. C Kxaxoi LesbIo BEIONHACTCS apXUBalUs JAHHBIX KOMIIbIOTepa?

8. Uro Takoe mucKeTa aBapuitHOro BoccTaHoBieHus? Kaxoit mporpammoii oHa co3mgaercs?

9. Kakwue BbI 3HaeTe IPOrpaMMbl BOCCTAHOBJICHUS MH(QOPMaUK Ha MarHUTHBIX JUCKax?

10. Kak ompenenuTts mapamMeTpsl KOMIIBIOTEPHON CHCTEMBI?

11. IlpuurHEI BO3HUKHOBEHUS (PH3NYECKHUX Ae(EKTOB MATHUTHBIX IUCKOB U MEPHI UX MPOPHUIAKTHKA?

12. Topsmok MCHONB30BaHUS CIIykeOHOH mporpaMmMbl «O4YHCTKa TUCKa» IS OYMCTKH MAarHUTHBIX HOCHUTENEH
Ha KOMIIBIOTEpE.

13. Tlopsmok HCHONB30BaHUS CTAHAAPTHOM MPOTpaMMBl apXMBALlMK U1 3alUTHl JaHHBIX KOMIIBIOTEpa OT
CIy4JallHOW yTepH, €CIIM B CUCTEME BO3HUKHET cO0i 000pyAOBaHMS WX HOCHUTEIS?



